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Target Applications
BT IV T4 —LIgH

E R &R A
* illegal packets/transactions
« Understand (lllegal) traffic dynamics

(What ? Where? When?)

« Understand attack mechanisms/patterns

e (How? Intent? )
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The two-tier Architecture

Query
Iiééfabhéé
IODEF-RID
Query
Local Protocol

IRA: Incident Record Agent




The Intra-domain Architecture

Incident Query/Response -
Conf: Query/Response
m Setting
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|IODEF-API

IODEFAyt—I4ERL (IODEF message generation/manipulation)
« com.cysols.iodef.element/\wr— DERZHEEL. IODEF in XMLEZA KT 1= DAPIt YL
IODEFAv+t— @41 (IODEF message sender)
« com.cysols.iodef.transport/ Sy — [ ZTIODEF XML 74 ILEE (ELE-mail) D= DR IS A%
RET S, COWMRIVSAZFALTEANDEEAEZZAWVEEEISRZTERATREET 5.
IODEFAvt— 548 (IODEF message receiver)
« com.cysols.iodef.transport/ w4 —([ZTIODEF XMLIZ7AILZEE LUV ZERDRED-OHDHERY
SR=RMTS. COMRIFRAEZFALTEBDZEREERAW-REISRAEERAIEEET S.
IODEFA >/ R— (Validation, export to XML file/XML DB)

« com.cysols.iodef/ Sy —I[ZTXML T74 ILDWriter{ > 3—Jx—X, K UIODEFAyt— DWriter
AF—T—ANRMEIND. FL-BEWriterDERE VT XELTIODEF XMLI7A )L DWriter75 X, XML
DB (Apache XindicelZxfI&) DWriter7 S AN RHESN .

IODEFTXR7R—hk (import from XML file/XML DB)

« com.cysols.iodef/\w/r—IUIZTXMLI 7/ )LDReaderA o 3—J1—RX, EXUPIODEFAYE— D
ReaderV 2 AMEM SN S. Fl-FReaderdEEIFAELTIODEF XMLT7 A JLDReader75 X, XML
DB (Apache XindicelZx}It:) DReader7 3 AN RIS,

RIDZ I AvytE—U4ER (IODEF-RID query)

e ;Sg.cysols.iodef.rid/\°“J’T—°)(:'CRIDOI'J0)1’FE‘Z, EIT, HBRUEBEDO-ODA3—T—AHRHSE
RIDL R R Ayt —S4E R (IODEF-RID response)

« com.cysols.iodef.rid.elementd FIZHARIDIL AU MIK>THIY) ERIRRICIEBE AV E—DFBET S.
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Summary and future
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% L711 AIODEF-API — Done

AT UNBEHRDULE — Done
o FEHFBIE-MDILEIFHEERE — Done
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Demo-1: A IE 7 IR B AT LD

EREREN SRR

Security manager
Console

RID server

PacketChaser
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Demo-2: &R R IZH THHEHEHRA R

Site-A Network monitor

Site-A:Member
Q/V Site-B:Member

Notify (Auto)
Relay (Manual) Site-C:Member
Query (Manual)
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From here:

o Use

¢ Refine it

¢ Feedback to IETF-IODEF-WG
IETF-65, March 2006
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